USC SAE 599: Resilient, Cyber-Secure Systems and Systems-of-Systems
Research Paper Checklist


RESEARCH PAPER CHECKLIST:

Here's a checklist that you should use in writing your Research Paper for the USC SAE 599 Class. This is what I use in grading papers.
You MUST complete ALL of the required items (shown in red text) to obtain at least a grade of B on your paper. 

A LARGE number of optional items are shown.  You can choose from any of these items to improve your paper’s grade, or you can present your own ideas for accomplishing more than just the required items, as the optional items are just suggestions.  Don’t try to accomplish ALL of the optional items-- the intent of the optional items is to provide you with lots of examples of the kind of extra analyses that you can accomplish to improve your paper’s grade.  You should only accomplish some of the extra items to improve your paper’s grade if they are applicable to your chosen topic (don’t try to “force fit” all of the extra analyses!)
Please remember that the primary intent of your paper is to demonstrate that you understand the class concepts, and that you can accomplish the analyses presented in the class toward your chosen topic.   You should NOT try to exhaustively describe the architecture of your system for the purpose of “selling” the concept; instead you should provide examples to support your analysis.  For example, rather than trying to accomplish a complete FMECA for your topic, you should strive to demonstrate that you understand the FMECA concept (as presented in this class) by presenting several rows of a FMECA Table (in the correct format, and sorted in the order of highest-risk to lowest-risk) for one key portion of your topic.  The data in the table does not have to be derived from actual test data (although that is preferable) -- it can be representative data (or even just estimates for future capabilities) as long as the source and validity of that data is clearly referenced in your paper.
This isn't meant to indicate a strict FORMAT or an OUTLINE-- it's just a checklist.

Please refer to the class website and lecture notes for detailed instructions on formatting your paper.
(   ) Title Page?

(   ) Abstract (with a brief biography)?

(   ) Introduction or Background or History?

(   ) A general description of the system?

(   ) Analysis using Lectures 2 through 12, at least 15 pages in total (see below)?

(   ) A summary or conclusion?

(   ) References or bibliography or footnotes?

Specific analysis to be performed from Lecture #1: 
(Introduction to the Class; Syllabus; Definitions & Characteristics)
NONE.  However, you can improve your paper’s grade if you:

(   ) Amplify (or explain the applicability of) any of the definitions & characteristics presented in that lecture.
Specific analysis to be performed from Lecture #2:
(Characteristics of Cloud Computing Architectures from a Systems Architecting/Systems Engineering Perspective)
(   ) REQUIRED: Choose at least 5 (five) detailed items from the “Typical SoSE Attributes for Cloud Computing For use in Requirements, Trade Study evaluation criteria, Analyses, Modeling, etc.” presented in Lecture #2.  You can choose from the list of “Quality of Communication Services” or from the list of “Quality of Cloud Workflow Services Provided”, or from both.
(   ) For each item, provide at least one paragraph that both states and explains the resulting requirement that applies to your chosen topic.
(   ) Please express requirements as “Shall” statements that are clear, complete (e.g. quantified or qualified in detail), consistent with you other requirements (e.g. not contradictory), clearly traceable back to the “Quality of…” criteria, and verifiable (e.g. possible to implement, able to measure compliance via test or analysis or inspection or demonstration).
(   ) For each requirement, explain as appropriate to clarify the requirement’s context, background, rationale, or importance to your chosen topic.  (Note: you don’t HAVE to use the same 5 items used in Homework #1, and you don’t have to explain why chosen and priority as you did in Homework #1—but you can do so if you so choose.)
TO IMPROVE YOUR GRADE:

(   ) Choose more than five detailed attributes; and/or

(   ) Develop more than one requirement for chosen attributes; and/or

(   ) Provide more than one paragraph of explanation for requirements.
You can also improve your grade by:

(   ) Identifying (for each requirement) resulting evaluation criteria for use in Trade Studies; and/or
(   ) Identifying (for each requirement) resulting analyses to be performed (you don’t have to actually perform such analyses in your paper!); and/or
(   ) Identifying (for each requirement) resulting modeling & simulation parameters, etc.
You can also improve your grade by:

(   ) Explaining any linkage (or implication) of any of implementation methods/solutions discussed in any of the analyses for Lectures #5 through #12 with the requirements that you developed from Lecture #2.
Specific analysis to be performed from Lecture #3:
(Benefits & Drawbacks of Cloud Computing)
(   ) REQUIRED: Choose at least 2 (two) detailed benefits/opportunities from the “The Business Case” and at least 2 (two) detailed items from the “The Risks & Drawbacks” presented in Lecture #3.

(   ) For each item, provide at least one paragraph that both states and explains the resulting impact (or implication) that applies to your chosen topic.

(   ) Please express impacts in terms of the quantities or detailed qualifications presented in Lecture #3.

(   ) For each item, explain (as appropriate) to clarify the context, background, rationale, or importance relative to your chosen topic.

(Note: you don’t HAVE to use the same 4 items used in Homework #1, and you don’t have to explain why chosen and priority as you did in Homework #1—but you can do so if you so choose.
TO IMPROVE YOUR GRADE:

(   ) Choose more than two detailed benefits/opportunities; and/or

(   ) Choose more than two risks/drawbacks; and/or

(   ) Provide more than one paragraph of explanation for impacts (or implication).
Specific analysis to be performed from Lecture #4:
(Sample Application of Cloud Computing: Response to a Major Complex Humanitarian Disaster)
NONE.  However, you can improve your paper’s grade if you are using Lecture #4 as the topic for your analysis, and:

(   ) Choose more than ONE of the Major Information Coordination Systems (with more than one of the Cloud Capabilities) presented in that lecture.
Specific analysis to be performed from Lecture #5:
(Resilient Architecture in Cloud Computing)
(   ) REQUIRED: Choose at least 3 (three) specific underlined disruptions from “Typical Disruptions of Cloud-Based Services” presented in Lecture #5.  Relative to your chosen topic: for each disruption, provide at least one paragraph that both presents and explains the recommended implementation method or solution to: 

(   ) Anticipate & provide for corrective action BEFORE the disruption,

(   ) Cope with the impact DURING the disruption, and

(   ) Recover AFTER the disruption.
(Note: you don’t HAVE to use the same 3 disruptions used in Homework #2, and you don’t have to explain the potential impact of each disruption to the system as you did in Homework #2—but you can do so if you so choose.) For any of these, you may choose any combination of Resilient Architecture roadmap paths (handle at “design time” or “requires detection”) and/or Incident Response Plan steps—but you’re not required to actually show the Resilient Architecture Roadmap or Incident Response Plan.
TO IMPROVE YOUR GRADE:

(   ) Choose more than three disruptions; and/or
(   ) Provide more than one paragraph of explanation for impacts (or implication); and/or
(   ) Provide not just one recommended but also at least one alternate implementation method/solution for dealing with the disruption
You can also improve your grade by:

(   ) Expressing a portion of the Resilient Architecture Roadmap and Incident Response Plan content (and optionally, process flow) according to the “Resilient Cloud Risk Management Process” presented in Lecture #5.
Specific analysis to be performed from Lecture #6:
(Cyber Security for Cloud Computing (Part I)-- Assuring Availability: Fault Tolerance)
(   ) REQUIRED: For 3 (three) of the specific underlined disruptions from “Typical Disruptions of Cloud-Based Services” chosen above (required analysis for Lecture #5)--  relative to your chosen topic:

(   ) For each disruption, provide at least one paragraph that both presents and explains the recommended implementation method or solution to:

(   ) Provide for Assured Operation DURING the disruption, and
(   ) Achieve Operational Availability at your recommended level (FO, FS, etc.) during the disruption. (You will also need to explain your rational for those recommended levels.) 
TO IMPROVE YOUR GRADE:

(   ) Choose more than three disruptions; and/or
(   ) Provide more than one paragraph of explanation for impacts (or implication); and/or
(   ) Provide not just one recommended but also at least one alternate implementation method/solution achieving Assured Operation during the disruption; or implications of your proposed Assured Availability solution(s) before or after disruption (i.e. not just DURING the disruption).

You can improve your grade by:

(   ) Recommending implementation methods/solutions to achieve higher availability levels (above the level recommended above); and/ or

(   ) Recommending implementation methods/solutions to protect against Inadvertent Operation; and/or

(   ) Recommending implementation methods/solutions to protect against Intermittent Operation; and/or

(   ) Recommending implementation methods/solutions to protect against Generic Failure; and/or

(   ) Recommending implementation methods/solutions to provide for Fault Containment.

You can also improve your grade by describing any resulting:

(   ) Reliability impacts of your recommended Assured Availability solution(s); and/or
(   ) Maintainability impacts of your recommended Assured Availability solution(s); and/or

(   ) Training impacts of your recommended Assured Availability solution(s)

Specific analysis to be performed from Lecture #7:
(Cyber Security for Cloud Computing (Part II)-- Assuring Integrity & Trust)
(   ) REQUIRED: Choose at least 3 (three) major functions that require Assured System Integrity (in your opinion) for protection against accidents or deliberate attack.
(   ) For each item, provide at least one paragraph that both presents and explains the recommended implementation method or solution to provide for Assured System Integrity to determine whether or not the system is properly performing that function.

(   ) REQUIRED: Choose at least 3 (three) major functions that require Assured Data Integrity (in your opinion) for protection against accidents or deliberate attack.
(   ) For each item, provide at least one paragraph that both presents and explains the recommended implementation method or solution to provide for Assured Data Integrity to determine whether or not critical data required by that function has been accidentally modified or deliberately “hacked”.
(Note: you don’t HAVE to use the same 3 items used in Homework #3, nor do you have to use the same three functions for both System and Data Integrity—but you can do so if you so choose.)

TO IMPROVE YOUR GRADE:
(   ) Choose more than three functions requiring Assured System Integrity; and/or
(   ) Choose more than three functions requiring Assured Data Integrity; and/or
(   ) Present and explain recommended implementation method or solution to achieve Assured Stream Data Integrity; and/or
(   ) Present and explain recommended implementation method or solution to achieve Assured Computational Integrity; and/or

(   ) Provide more than one paragraph of explanation of recommended implementation method or solution
Specific analysis to be performed from Lecture #8:
(Cyber Security for Cloud Computing (Part III)-- Handling Accidental & Deliberate Threats)
(   ) REQUIRED: Choose at least 3 (three) major functions that require Cyber Security (in your opinion) for protection against accidents or deliberate attack.
(   ) For each item, provide at least one paragraph that both presents and explains the recommended implementation method or solution to provide for Strong Authentication of Users of any Cloud Services, including your recommended method for specific proof-of-identity What you Know – What you Have – Who you Are.

(   ) For each item, provide at least one paragraph that both presents and explains the recommended implementation method or solution to provide for Confidentiality of data transmissions to/from Cloud-based services (e.g. PKI Certificates, or PGP, or just native IPSEC/VPN).

(   ) For each item, provide at least one paragraph that both presents and explains the recommended implementation method or solution to provide for Access Control to/from Cloud-based services (e.g. IBAC and if so then which permissions, or RBAC and if so what Roles).

 (Note: you don’t HAVE to use the same 3 items used in Homework #3, nor do you have to use the same three functions used for analysis of System and Data Integrity—but you can do so if you so choose.)

TO IMPROVE YOUR GRADE:
(   ) Choose more than three functions requiring Strong Authentication; and/or
(   ) Choose more than three functions requiring Confidentiality of data transmissions; and/or
(   ) Choose more than three functions requiring Access Control; and/or
(   ) Present and explain recommended implementation method or solution to achieve Non-Repudiation or Audit Trails; and/or
(   ) Present and explain recommended implementation method or solution to achieve Enclaved or Layered Security Management; and/or

(   ) Provide more than one paragraph of explanation of recommended implementation method or solution

Specific analysis to be performed from Lecture #9:
(Cyber Security for Cloud Computing (Part IV)-- Risk Management in Cloud Computing)
(   ) REQUIRED: For any ONE function that requires protection against accidents or deliberate attack, assess the technical Risk Management required (in your opinion) in terms of the following elements:
(   ) Provide at least one paragraph that both presents and explains the THREE (3) most likely Failure Modes (from a top-level view) and resulting Failure Effect(s)
(   ) For each of the three Failure Modes & Effects, provide at least one paragraph that both presents and explains the:

(   ) Risk (quantitative value, based on your assessment of Likelihood and Consequence)
(   ) Recommended Best Action (just one for each failure mode, from a top-level view) to be taken to mitigate that risk
(   ) Residual Risk (quantitative value, based on your assessment of resulting Likelihood and Consequence, assuming that mitigation is accomplished)
(   ) Show THREE rows of a FMECA Table/Spreadsheet to present the above information in FMECA form (in a table format similar to that shown in Lecture #9)

(   ) Rows sorted into order of descending Risk (before mitigation)

(Note: you don’t HAVE to use the same function used in Homework #4, nor do you have to use the same function(s) used for analysis of Cyber Security—but you can do so if you so choose.)

TO IMPROVE YOUR GRADE:
(   ) Choose more than one function requiring Risk Management; and/or
(   ) Choose more than three Failure Modes & Effects and provide Risk Assessment, Recommended Best Action, and Residual Risk for each; and/or
(   ) Identify and describe more than one Best Action for one or more failure modes, describing the relative advantages/disadvantages of each; and/or

(   ) Identify and describe one or more Cost Risks (including those potentially resulting from mitigation of Technical Risks described above); and/or

(   ) Identify and describe one or more Schedule Risks (including those potentially resulting from mitigation of Technical Risks described above); and/or

(   ) Identify and describe one or more Programmatic Risks (including those potentially resulting from mitigation of Technical Risks described above); and/or

(   ) Include any of the above to expand your FMECA Table beyond the three required rows; and/or

(   ) Provide more than one paragraph of detailed explanation
You can also improve your grade by:

(   ) Expressing risks of implementation methods/solutions discussed in any of the analyses for Lectures #2 through #11 in terms of the methods presented in Lecture #9 (Risk Management in Cloud Computing); and/or
(   )  Expressing how any (or all) of the “Risk Management Processes Applied to Cloud Computing” presented in Lecture #9 (Risk Management in Cloud Computing)—such as the NIST 6-Step Risk Management Framework but especially the Resilient Cloud Risk Management Process (the figure showing the List of Potential Specific Disruptions driving Risk Management Plan + Resilient Architecture Roadmap + Incident Response Plan + Architecture Model)—can be applied to Risk Management of your chosen topic.
Specific analysis to be performed from Lecture #10:
(Interoperability Challenges in Cloud Computing; System-of-Systems)
(   ) REQUIRED: For any ONE function that requires interoperability with dissimilar elements, assess the Interoperability required (in your opinion) in terms of the following characteristics:
(   ) Provide at least one paragraph that both presents and explains the THREE (3) most likely interoperability challenges of TECHNOLOGIES
(   ) Provide at least one paragraph that both presents and explains the THREE (3) most likely interoperability challenges of PROCESSES & PROCEDURES

(   ) Provide at least one paragraph that both presents and explains the THREE (3) most likely interoperability challenges of PEOPLE (e.g. Users)

(Note: you don’t HAVE to use the same function used in Homework #4, nor do you have to use the same function(s) used for analysis of Cyber Security or Risk Management—but you can do so if you so choose.)

TO IMPROVE YOUR GRADE:
(   ) Choose more than one function requiring interoperability with dissimilar elements; and/or
(   ) Choose more than three interoperability challenges of TECHNOLOGIES; and/or
(   ) Choose more than three interoperability challenges of PROCESSES & PROCEDURES; and/or
(   ) Choose more than three interoperability challenges of PEOPLE; and/or
(   ) Identify and describe one or more of the key Interoperability Constraints of your chosen topic (e.g. Cost of networks, hardware, software, service fees; Implementation schedule; Performance-- especially of older, legacy systems; Policy & Law); and/or
(   ) Accomplish and describe the “Layers of Interoperability” figure for your chosen topic; and/or
(   ) Identify and describe one or more of the “Interoperability of Cloud Services” elements identified in Lecture #10 (e.g. Application - Platform - Management - Publication and Acquisition Interoperability); and/or

(   ) Identify and explain how Cloud Brokerage Services identified in Lecture #10 (e.g. Cloud Service Intermediation - Aggregation - Cloud Service Arbitrage) may be applied to your chosen topic; and/or

(   ) Identify and describe one or more SCOPE Domain-Dependent Dimensions for your chosen topic (tailored content in format/content similar to that presented in Lecture #10); and/or

(   ) Identify and explain how any of the identified NCAT Use Cases may be applicable (e.g. “Internal Program performs self-assessment”) to your chosen topic; and/or

(   ) Provide more than one paragraph of detailed explanation
Specific analysis to be performed from Lecture #11:
(Architecture Modeling for Cloud Computing)
(   ) REQUIRED: Develop and explain ONE Operational Scenario for your chosen topic, to include THREE (3) operational steps (similar in depth to the “Typical Operational Scenario for use in Homework Assignments” presented in Lecture #4) and:
(   ) Provide at least one paragraph that both presents and explains what Modeling of the OPERATION is required (in your opinion) to communicate the operation to all people involved?  (e.g. personnel accomplishing the operations, designers, maintainers, program funding sponsors)

 (   ) Provide at least one paragraph that both presents and explains what Modeling of the DESIGN is required (in your opinion) to communicate the design to all people involved, and serve as a basis for development (or modification) of system hardware & software
(   ) Provide at least one paragraph that both presents and explains what Execution and/or Demonstration of the Model is required (in your opinion) to evaluate cost, schedule, and/or performance risk of the design in field operation
(Note: you don’t HAVE to use the same operational scenario used in Homework #5—but you can do so if you are using Lecture #4 as the topic for your analysis.)
TO IMPROVE YOUR GRADE:
(   ) Identify and describe more than one Operational Scenario; and/or
(   ) Identify and describe more than three operational steps; and/or
(   ) Identify and describe the expected benefit of performing the modeling; and/or

(   )  Express any part of the model pictorially using any modelling language (e.g. UML, SysML, IDEF); and/or
(   )  Describe any part of the Enterprise Architecture pictorially using any method (e.g. DoDAF, Zachman Framework, Federal Enterprise Architecture Framework); and/or
(   )  Describe any part of the architecture using Model-Driven Architecture (MDA PIMs/PSMs) or characterize any new useful ways of understanding the Domain subject matter using Domain-Driven Architecture (DDA) concepts presented in Lecture #11; and/or
(   ) Provide more than one paragraph of detailed explanation
You can also improve your grade by:

(   ) Identifying model elements of implementation methods/solutions discussed in any of the analyses for Lectures #2 through #11 in terms of the methods presented in Lecture #11 (Architecture Modeling for Cloud Computing); and/or

 (   )  Expressing how any (or all) of the “Recommended Process for Applying
Architecture Modeling in Cloud Computing” presented in Lecture #11 (Architecture Modeling for Cloud Computing) can be applied to Architecture Modeling of your chosen topic.

Specific analysis to be performed from Lecture #12:
(Complexity Theory Applied to Cloud Computing)
NONE.  However, you can improve your paper’s grade if you identify and explain the applicability of any of the technical concepts presented in that lecture, relative to your chosen topic.

Specific analysis to be performed from Lecture #13:
(Guest Lecture)
NONE.  However, you can improve your paper’s grade if you identify and explain the applicability of any of the technical concepts presented in that lecture, relative to your chosen topic.
Some Additional Notes:

What if you can’t find information about one or more of the above REQUIRED portions of “specific analyses to be performed” on the checklist? DO NOT SKIP THAT ANALYSIS, and assume that it is not applicable!  Such omission will significantly impact your grade. You may need to recommend what should be (or could be) added to the system, and then analyze that recommendation. (NOTE: you don’t have to accomplish any or all of the listed “TO IMPROVE YOUR GRADE” suggestions.)
My intent in providing you with this list is to HELP you in accomplishing a comprehensive analysis of your chosen topic, and to provide some insight into the kind of technical "content" that I'm looking for in considering your paper's grade. The checklist REQUIRED portions of “specific analyses to be performed” descriptions represent the minimum requirements for a passing grade (“B”) in the class.
N.B. very few papers are worthy of an “A” grade in this class unless they EXCEED most of the minimum requirements given in the Research Paper Checklist (i.e. have more than the minimum required, as indicated above in the “TO IMPROVE YOUR GRADE” suggestions for each lecture).

One of the metrics used to grade papers is the quantity of analyses, which should be at least 15 pages of analysis in terms of 12 point text in Times New Roman font, single spaced, with 1" top and bottom margins and 1-1/4" left and right margins (and figures deleted unless they specifically contribute to, or are part of the analysis).

HINTS!  Common mistakes that students make include:

· No title page.  Believe it or not, this happens! In many of the USC Distance Education Network (DEN) classes (but not this one), students are required to submit their papers via e-mail or a fax to the DEN, rather than online via DEN Assignments.  In such cases students may be used to filling out a DEN submittal form. The DEN submittal form is not a title page!

· No abstract, or missing a biography in the abstract. Yes, you have to both provide an abstract for approval AND place that abstract on the second page of your paper.  If you have adjusted your abstract after obtaining approval of your chosen topic, then the ADJUSTED abstract should be used in the paper.

· No clear linkage of analysis to the checklist.  You don’t have to use the exact same titles and ordering from the checklist, but you should somehow make it CLEAR to the grader which section of the checklist you’re addressing!  (Especially if you’re describing something that applies to multiple items in the checklist.)
· Missing one (or more) of the other items on the checklist.

· Analysis text provided, but without a required diagram (see checklist above for required diagrams).

· Figures(s) without a detailed explanation of content. You should not succumb to the temptation of filling in blank space or attempting to increase the length of your paper with meaningless figures (including diagrams, graphics, artwork, and tables).  All figures should have a reference in your text (a figure number, a table number, etc.).  And your text should include at least one paragraph that explains the figure in terms of the analysis that you’re providing.  In short, everything in your paper should be relevant.

· Limited depth of analysis (paper too short: less than 20 pages in total or less than 15 pages of detailed analyses). For example, a 50 page paper filled with detailed technical descriptions and fancy color figures/pictures of the system (but only 5 pages of analysis via the checklist above) will not receive a good grade.
· No (or improper) references, footnotes, or bibliography.  Surely you must have used something as a reference in the development of your paper, even if you are a “world expert” on your chosen topic!  And please remember to properly cite the SAE 599 class lectures if you use material from those lectures in your paper.  Remember also that too many references to uncontrolled Internet sites may detract from your paper’s grade.

· Improper citations for quoted text or copied artwork.  Yes, you can “borrow” artwork or a figure or table from another source, but you must properly cite that source!  And yes, you can include direct verbiage from another source, but you must properly designate those words in quotations and properly cite that source! (This includes the case where YOU are the author of the “other source”!)  Failure to properly reference copied text will be treated as a violation of academic integrity!

· Excessive amount of quoted text.  This includes large amounts of text quoted from papers that YOU wrote for a different class!

· Speling errorz (sic).  Please remember to do a “Spell Check” before submitting your paper.  If a quoted source includes a spelling error, simply place the designation (sic) after that word to show that you weren’t the one that made the error.  Also remember that most spell-checkers are not a substitute for good editing (for example, deciding whether “threw” or “through” is the correct word in a given context).

Any questions?  Please feel free to contact me at:
Ken Cureton
cureton@usc.edu
