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SYLLABUS:  SAE 574
TITLE:


NET-CENTRIC SYSTEMS ARCHITECTING AND ENGINEERING

LECTURER:

Mr. Kenneth Cureton

TA:



none

TIME:


Mondays, 6:40-9:20 p.m.

ROOM:


OHE 120: Olin Hall of Engineering 120 (Webcasted Course)

OFFICE:


SSC 101, Mondays, 5:30-6:30 p.m.  (213) 740-0867
-----------------------------------------------------------------

COURSE OBJECTIVES:

Net-centric systems comprise a diverse category of large and complex systems whose primary purpose is providing network-type services.  Net-centric systems are also frequently called net-enabled or collaborative systems: systems built on the partially voluntary and uncontrolled interaction of complex elements in an ad hoc environment.  This course addresses the intersection between network engineering, computer science, complexity theory, and the needs of systems architecting and engineering.

UNIVERSITY POLICY STATEMENTS:
"The Viterbi School of Engineering adheres to the University's policies and procedures governing academic integrity as described in SCampus.  Students are expected to be aware of and to observe the academic integrity standards described in SCampus, and to expect those standards to be enforced in this course."

 

"Any student requesting academic accommodations based on a disability is required to register with Disability Services and Programs (DSP) each semester.  A letter of verification for approved accommodations can be obtained from DSP.  Please be sure the letter is delivered to me (or to the TA) as early in the semester as possible.  DSP is located in STU 301 and is open 8:30 am - 5:00 pm, Monday through Friday.  The phone number for DSP is (213) 740-0776." 
READINGS:
· There are no required textbooks for this class.  This is a net-enabled class, so it is appropriate that we use the Internet to access materials and reference textbooks used in the class.

· Weekly class lecture slides will be provided.  I'll post them on the DEN Distance Learning Website in advance.

The URL of the DEN site is: http://den.usc.edu 

· You will need to obtain a password from the DEN in order to view the detailed class material.

· The class lectures are in Microsoft POWERPOINT format, and do not require a password if accessed via the DEN.
GRADE:
-
Your grade will be based on two RESEARCH PAPERS. The first paper will be due about halfway through the course, and will account for 45% of your class grade.   The second paper will be due at the end of the course, and will account for 55% of your class grade.  Research Paper guidelines are given on the next few pages of this syllabus.  And the web site has a whole paper with guidance on how to write your Research Papers.

-
No MIDTERM or written FINAL examination will be given for this class.

CLASSROOM ATTENDANCE AND PARTICIPATION:
-
As this is a webcasted course, 100% attendance in the classroom is not mandatory.  However, I strongly encourage you to ask questions and participate in discussions regarding the lectures.  If you are attending the class from a remote site, please call the appropriate Webex or TV studio telephone number in order to ask questions.  Your classroom participation is a factor in your final grade.

-
E-MAIL!!!  I strongly encourage your use of e-mail for questions. Of course, if you prefer face-to-face interaction or telephone conversations-- well, that's equally acceptable!  For you remote students that cannot attend the class in the DEN Studio, or must view a Webex or webcast, or are frustrated by the telephone process:  I consider your e-mail as equivalent classroom participation!  Please address your e-mail to me at cureton@usc.edu.

Note-- all abstracts and research papers should be submitted to the DEN Assignments online. Please do not e-mail your class assignments unless requested.


-
WHAT IF YOU MUST MISS A CLASS BECAUSE OF WORK OR TRAVEL???  Use the DEN Assignments online to submit items on time, if you can.  If not, please contact me in advance to negotiate excused late submittal.  Late submittals of abstracts and research papers will impact your grade.

IF YOU WANT HELP:
-
My on-campus office hours are Mondays & Wednesdays from 5:30 to 6:30 PM in SSC 101.  My on-campus telephone number is (213) 740-0867.


-
I am also available for questions and answers via electronic mail: cureton@usc.edu (instructor)
· I encourage you to e-mail me at any time to discuss research problems, questions, etc.

RESEARCH PAPER GUIDELINES

· The two Research Papers are the key to your class grade!

· Your papers must be purposeful.  Each paper needs to have an academically acceptable goal, something more than just demonstrating that you can accomplish research and write a cogent Research Paper that summarizes that research, as those are necessary but not sufficient goals for academic purposes.

· For this class, your purpose should be two additional goals that are above and beyond conducting research and writing Masters-level Research Papers:

· Your first goal is to demonstrate that you understand and can properly apply the concepts presented in the class through the accomplishment of structured analyses of a technical topic.

· Your second goal is to inform the reader and “teach” your Instructor regarding technical details of your chosen topic (or “teach” your Instructor regarding recent, state-of-the-art advancements in your chosen topic).

· Failure to achieve any of the above will impact your paper’s grade!

 RESEARCH PAPER GUIDELINES  (continued)
FIRST PAPER:



Describe a Networked Computer System and analyze it in terms of any or all of the class concepts (e.g. network system category, architectural approach, etc.) presented in Lecture #1 through Lecture #5b.  Your analysis should provide a quantitative and qualitative evaluation of the characteristics, benefits, and limitations of that system
(see Paper #1 checklist at end of this syllabus).
Subject to my approval, you get to choose the topic:

-
It must be a networked system of computers (examples include a command and control center and the platforms that it controls, a commercial or business information system across multiple offices/sites, in-field collection and networked dissemination of engineering or scientific data, etc.).

-
It can be something that you have been personally involved in, or something that interests you.

-
It can be ongoing, a future system, or it can be past history.

-
It should be a focused topic (i.e. don’t choose to write about “The Internet”, but you could choose to write about specific processes that use the Internet infrastructure, such as collaborative development systems via portals, on-line retail systems, on-line auction systems, etc.).

SECOND PAPER:



Describe a Networked Computer System and analyze it in terms of any or all of the class concepts presented in Lecture #6 through Lecture #12.  Your analysis should provide a quantitative and qualitative evaluation of the characteristics, benefits, and limitations of that system
(see Paper #2 checklist at end of this syllabus).

Subject to my approval, you get to choose the topic:

-
It can be the same system that you used in your first paper (in which case you won’t need to repeat the information presented in the first paper).

-
Or, it can be a different system, subject to the same limitations described for the first paper. 

 RESEARCH PAPER GUIDELINES  (continued)
APPROVAL:
For the FIRST PAPER: You must submit a one-page abstract regarding your proposed topic for approval. Please submit via the DEN Assignments online no later than February 11, 2013.




For the SECOND PAPER:  You must submit a one-page abstract regarding your proposed topic for approval.  If writing on the same topic as the first paper, then you can simply re-submit your first paper’s abstract. Please submit via the DEN Assignments online no later than March 25, 2013.

FORMAT:
Microsoft WORD (.DOC) or Adobe Acrobat (.PDF) format for abstracts and research papers.  A list of sources and contacts is essential, listing what sources you used and whom you interviewed.  Be sure to provide the URLs of any Internet sources used in your research.

The class website provides a list of topics from students in prior years.  It also provides guidelines on how to write a research paper, with suggestions for format, organization, structure, and content of good research papers.





Recommended Reference: A Manual for Writers of Research Papers, Theses, and Dissertations, Seventh Edition by Kate L. Turabian, The University of Chicago Press, Seventh Edition (published April 2007), Hardback ($35.00) ISBN: 9780226823362, Paperback ($17.00) ISBN: 9780226823379.

LENGTH:
Experience to date shows that the best size for EACH PAPER is somewhere around 18-to-25 pages, single-spaced, in 10 or 12-point type.



NOTE:  I do not grade papers by their weight!  Take as long as it takes to tell the story clearly, present an analysis in terms of the course concepts but keep the analysis tight, stay organized and don't ramble.  N.B. very few papers of size less than 15 pages will been worthy of a good grade in this class.  The point is not size, rather amount of analytical content.

 RESEARCH PAPER GUIDELINES  (continued)
SOURCES:
You must properly reference all sources.  We will use the turnitin.com service to look for matches with existing books, magazine and newspaper articles, journals, prior student papers, and all Internet sources.




If you directly quote text from a source, you must properly designate quoted material “in quotation marks” or in italics, and give a citation for each quotation via a footnote or a numbered reference. Please do not use in-text (author-date) notation for citations. The amount of quoted text relative to the total text in your paper should be kept to a minimum-- if excessive, this will detract from your paper’s grade.




WARNING:  Failure to properly designate copy-and-pasted text will be considered as a violation of academic integrity (see University Policy Statements at the beginning of this syllabus). This includes quotations from your prior papers (e.g. from SAE 549 or other classes)!



Remember that you can build on your own work from other classes, and from other authors’ works, as long as you properly cite those references.  You must not directly copy text from those sources (unless properly marked and cited as a quotation).  Instead, you must add value by citing and restating such work in your own words plus your own enhancements, such that the combination has enhanced relevance to this class.




You can directly copy graphics, tables, or figures if you give a citation for each copied item via a footnote or a numbered reference.  Although there is no limitation on the amount of copied items, your own artwork-- however crude yet clearly legible and illustrative-- is always acceptable.

RESEARCH PAPER GUIDELINES  (continued)

LIMITS:
I cannot accept a request to limit access to your abstracts or research papers.  Although I do not plan to disseminate your work without your permission, I cannot guarantee that other people (including non-US citizens) will not view or handle your submitted materials.  Thus you must not use classified, proprietary or company limited-distribution materials in your coursework. If your employer requires review and approval for your submitted materials (e.g. Public Affairs Office or Export Compliance Review) then you must obtain such approval within the deadlines listed in this syllabus.  As approval practices may be time consuming, the best practice is not to use company material at all.

ADDITIONAL INFORMATION:
-
Please feel free to e-mail me for help in structuring your research plan.  I will gladly work with you to identify sources, publications, Internet sites, etc.

-
If English grammar, spelling and syntax are not your strong points, I strongly suggest that you obtain help in editing your text.  Your grade depends on the clarity of presentation.

DELIVERY:
For the FIRST PAPER:  submit via the DEN Assignments online no later than March 25, 2013.

For the SECOND PAPER:  submit via the DEN Assignments online no later than the scheduled final exam date (May 13, 2013).

RESEARCH PAPER GUIDELINES  (continued)

GRADING:
Each research paper will be graded on the letter scale: A+, A, A-, B+, B, B-, etc.  Your classroom participation
(in person or via e-mail or telephone) is one factor in this grade, and can move your paper’s letter grade up (or down!)
by a plus or a minus.

N.B. very few papers are worthy of an “A” grade in this class unless they exceed most of the requirements given in the Research Paper Checklist (i.e. have more that the minimum required).  The checklist descriptions represent the minimum requirements a passing grade (“B”) in the class.  And to deserve an “A+” grade, a paper would have to be of sufficient quality and depth of analysis that it could be used as a Guest Lecture for this class.

I'll inform you of each research paper grade no later than two weeks after each paper is due.  I'll also inform you of your class grade via e-mail at the same time that you receive the grade for the second research paper.  The first research paper accounts for 45% of your class grade, and the second research paper accounts for 55% of your class grade.

Note:  if your employer requires a written statement (or a signed postcard) for re-imbursement for this class, then please provide me with the appropriate paperwork and a self-addressed, stamped-envelope (or postcard) before the end of the semester.

FINAL GRADE
GRADING:
Your class grade is computed as follows:


First, your 1st research paper letter grade is converted into a numerical score: 450 for A+, 428 for A, 405 for A-, 392 for B+, 383 for B, 360 for B-, 347 for C+, 338 for C, 315 for C-,

302 for D+, 293 for D, 270 for D-, 0 for F.

Second, your 2nd research paper letter grade is converted into a numerical score: 550 for A+, 523 for A, 495 for A-, 479 for B+, 468 for B, 440 for B-, 424 for C+, 413 for C, 385 for C-, 369 for D+, 358 for D, 330 for D-, 0 for F.

The sum of the two scores is converted into a letter grade for the class: (>=930 for A, 929-900 for A-, 899-870 for B+, 869-840 for B, 839-800 for B-, 799-770 for C+, 766-740 for C, 733-700 for C, 699-670 for D+, 669-640 for D, 639-600 for D-, 599-0 for F).

This letter grade is reported to USC as your class letter grade.  (University grading policy does not allow an award of an A+ class grade.)

Note that a strong second paper can “make up” for a slight weakness in your first research paper score!

SCHEDULE OF LECTURES:

01/14/13:
Lecture #1:  INTRODUCTION TO THE COURSE.




The purpose of the course, and a discussion of what is expected to complete the course. This includes a detailed discussion of the class syllabus and the form, content, and intent of the two research papers.





This lecture includes a discussion of WHY net-centric systems architecting and engineering is increasingly important as The Information Age (The Connected Age?) matures, in terms of technology, of organizations and their processes, and of people and their cultural behavior in a net-enabled ecosystem.

01/21/13:
MARTIN LUTHER KING’S BIRTHDAY (HOLIDAY)

No Lecture this evening.

01/28/13:
Lecture #2:  NETWORKED SYSTEM CATEGORIES.




A review of system categories and their historical evolution, ranging from point-to-point connections between centralized processing systems to network-of-networks-based systems.





This lecture will focus on the characteristics of network-based systems that allow users to collaborate in an ad hoc basis.  This includes exploration of the architectural implication of users at fixed locations, mobile users of a fixed network, and mobile users who form the nodes in a mobile network (MANet or mobile-to-mobile ad hoc networks).

SCHEDULE OF LECTURES:  (continued)
 02/04/13:Lecture #3:  ESSENTIAL CONCEPTS OF NETWORK NODES.




A review of layered models for describing the composition of nodes in a network.





This lecture will focus on the characteristics of layered models of services and composition of nodes, using the OSI seven-layer model.  This includes examination of the specific focus and scope of each layer, the relationships and interfaces between layers, and the advantages of describing a node’s architecture in a layered approach (as opposed to a integrated/monolithic approach). 

02/11/13:
Lecture #4:  INTERNET MODEL FOR NETWORK SERVICES.




A more detailed look at the Internet model: a network-of-networks approach to connecting nodes.





This lecture will explore characteristics of the Internet, including the Internet model for network services, Internet abstractions for packet switching, and TCP/IP service concepts and the IP four-layer model.





REMINDER:  DEADLINE FOR SUBMITTING PAPER #1 ABSTRACTS.

02/18/13:
PRESIDENT’S DAY (HOLIDAY)

No Lecture this evening.

SCHEDULE OF LECTURES:  (continued)
02/25/13:
Lecture #5a:  INFORMATION ASSURANCE FOR TRUSTED NET-CENTRIC
SYSTEMS.




An examination of the nuances of Information Assurance (IA) in net-centric systems.  Includes trust and security of such systems.





This first lecture will explore the “trust” details of IA in net-centric systems, namely assured availability and assured integrity in a networked environment.  This will include examination of network fault tolerance, high-reliability/high-availability networks, and networked system/hardware/software integrity (from a trustability viewpoint).

03/04/13:
Lecture #5b:  INFORMATION ASSURANCE AND CYBER SECURITY FOR
NET-CENTRIC SYSTEMS.




This lecture will explore the security details of IA in net-centric systems, namely assured integrity (from a security viewpoint: e.g. checksums/CRC/hash codes, virus/worms, etc.), assured authentication (with emphasis on strong authentication & certificates), assured confidentiality (e.g. encryption with emphasis on PKI & PGP, authorization with emphasis on RBAC), and assured non-repudiation in a networked environment.  This will include examination of security management concepts, including enclave security and defense-in-depth.  These concepts are presented both from a classic network and from a Cyber Security perspective.

03/11/13:
Lecture #6:  ARCHITECTURE MODELING CONCEPTS.




Architecture modeling concepts, including views and viewpoints.  Application of these concepts to layered modeling.





This lecture will describe information model and graphical representations via Use Cases and System Modeling Language (SysML or UML v2.0) profiles for network representation.  The lecture will also touch on the evolution of executable UML and SysML(i.e. modeled network specifications which can be run, tested, debugged, and measured for performance).

SCHEDULE OF LECTURES:  (continued)
03/18/13:
SPRING BREAK

No Lecture this evening.

03/25/13:
Lecture #7:  DEPARTMENT OF DEFENSE ARCHITECTURE FRAMEWORK







   VIEWS AND CONCEPTS.




DoD Architecture Framework concepts and methods: primary focus is on the DoD Architecture Framework (DODAF), both version 1.5 and the transition to version 2.0.





This lecture will cover the use of DODAF for developing and presenting architectures in a coordinated and consistent approach, thus enabling the comparison and evaluation of different net-centric architectural approaches for meeting equivalent operational needs.  This will include the review of the most commonly used operational, systems, standards, data & information, capability, service, project and “all” views.  This lecture will also briefly cover Functional Flow Block Diagrams (FFBD), the IEEE 1471 Conceptual Framework, DODAF extension tools, and U.K. MODAF extensions to the DODAF.





REMINDER:  DEADLINE FOR SUBMITTING PAPER #1.





REMINDER:  DEADLINE FOR SUBMITTING PAPER #2 ABSTRACTS.
SCHEDULE OF LECTURES:  (continued)
04/01/13:
Lecture #8:  U.S. GOVERNMENT ENTERPRISE ARCHITECTURE







   CONCEPTS.




Extension of architecture methods to business models.  Enterprise architecture frameworks. Legal implications.





This lecture examines the characteristics, benefits, and issues of various enterprise architecture frameworks, ranging from Zachman’s Enterprise Architecture Framework through Federal Enterprise Architecture (FEA) and the DoD’s Net-Centric Enterprise Solutions for Interoperability (NESI)-- including the DoD IT Standards Registry (DISR, formerly known as the Joint Technical Architecture or JTA), the DoD Technical Reference Model (TRM), and application to Net-Centric Enterprise Services (NCES) concepts as embodied in the Global Information Grid (GIG).  The goal of such frameworks is to accomplish a common business architecture across a business enterprise, typically to provide high-quality IT services and business support services as well as tactical support to operations.  This lecture also discusses legal implications (e.g. “Safety of Life”) of Government-mandated Information Technology (IT) systems.

04/08/13:
Lecture #9:  NET-CENTRIC SYSTEMS ENGINEERING PROCESSES.




The evolution of Systems Engineering processes to include the typical processes encountered in net-centric systems design, including System-of-Systems (SoS).





This lecture will examine the nuances of systems engineering processes in net-centric systems design, starting with the traditional process of moving from high-level abstractions and logical, implementation-independent designs to the physical implementation of a system, including structured analysis techniques such as the Integrated Definition (IDEF) methodologies. Also included are techniques for staged architecture refinements in the form of spiral development or evolutionary development.  Also included are tools and techniques for interoperability, including data format abstraction (e.g. XML) and context-free semantics and meaning (e.g. semantic models or ontologies) between networked nodes.

SCHEDULE OF LECTURES:  (continued)
04/15/13:
Lecture #10:  UPPER LAYER COMPONENTS.




Modern upper layer components, including remote procedure calls, information brokers, distributed object frameworks and service constructs including fundamentals of a Service Oriented Architecture (SOA) and the most common example of a SOA: Web Services with Simple Object Access Protocol (SOAP), Web Services Definition Language (WSDL), and Universal Description Discovery and Integration (UDDI).





This lecture covers the evolution in capabilities provided in the upper portions of the Information layer to facilitate the benefits of abstracted processes: namely the ability to provide functionality through the network, independent of the knowledge of which node(s) actually perform the required functions.  This lecture also describes other service frameworks and concepts such as CORBA, DCOM, .NET and J2EE. This will include evaluation of Web 2.0 future concepts such as “intelligent” networks that provide advanced services (which at present are provided by nodes in the network), including Data Distribution Service (DDS), Cloud Computing, and Web 3.0 Semantic Web Services.  Emphasis on Cloud Computing includes Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS), Infrastructure-as-a-Service (IaaS), etc.

04/22/13:
Lecture #11:  NETWORK SERVICE ENHANCEMENTS AND GUARANTEES.




State-of-the-art in network service abstraction and quality-of-service guarantees.  Capabilities of modernized TCP/IP stacks, with emphasis on IPv6 and transition methodologies to migrate from IPv4 to IPv6.





This lecture will cover the evolution of network protocols and architectures to meet the needs created by explosive growth in the Internet and anticipated needs of the Global Information Grid.  Also explored are Quality Of Service (QoS) concepts including Integrated Services (INTSERV) and Differentiated Services (DIFFSERV).

SCHEDULE OF LECTURES:  (continued)

04/29/13:
Lecture #12:  LAYERS WITH ALTERNATIVE NETWORK PROTOCOLS.




The impact of alternatives to Ethernet TCP/IP.





This lecture examines alternative concepts to the Ethernet-based Internet Protocol in terms of their impact and resulting implications in layered architectures.  This will include older concepts such as Frame Relay, X.25, ISDN, and Token Rings, as well as IP-based alternatives to the more commonly-used Terminal Control Protocol (TCP):  User Datagram Protocol (UDP), Real-Time Protocol (RTP), etc. This will also include examination of High-speed protocols such as Asynchronous Transfer Mode (ATM) and Multiprotocol Label Switching (MPLS) over synchronous fiber-optic networks (SONET: ranging from OC-3 to OC-768 speeds).  Also explored are prior, current, and future conditions of the telecommunications industry.  Emphasis is placed on predictions and trends for a net-enabled future society.

05/06/13: STUDY DAYS.





No class this evening.

05/13/13: FINAL EXAM WEEK - NO FINAL EXAM.





No class this evening.





REMINDER:  DEADLINE FOR SUBMITTING PAPER #2.

RESEARCH PAPER #1 CHECKLIST:

Here's a checklist that you should use in the writing of your first Research Paper for the USC SAE 574 Class. This is what I use in grading papers.
This isn't meant to indicate a strict FORMAT or an OUTLINE--
it's just a checklist. Please refer to the class website and lecture notes for detailed instructions on formatting your paper.

( ) Title Page?

( ) Abstract (with a brief biography)?

( ) Introduction or Background or History?

( ) A general description of the system?

( ) Analysis using Lectures 1 through 5b?

( ) A summary or conclusion?

( ) References or bibliography or footnotes?

N.B. very few papers are worthy of an “A” grade in this class unless they exceed most of the minimum requirements given in the analysis checklist below.  The analysis checklist represents the minimum requirements for a passing grade (“B”) in the class.

One of the metrics used to grade papers is the volume of analysis, which should be at least 12 pages of analysis in terms of 12 point text in Times New Roman font, single spaced, with 1" top and bottom margins and 1-1/4" left and right margins (and figures deleted unless they

specifically contribute to, or are part of the analysis).

Analysis to be performed from Lecture #1:

( )
What benefits does the system provide to its users, due to its net-centric design? (At least one paragraph)

Analysis to be performed from Lecture #2:

( )
What is the fundamental organization of the network? E.g. Fixed users of a Fixed network? Mobile users of a Mobile Network? A MANet?  (At least one paragraph, and at least one top-level figure)

( )
HOW does the system support user collaboration? (At least one paragraph)

RESEARCH PAPER #1 CHECKLIST: (continued)

Analysis to be performed from Lecture #3 & 4:

( )
What is the architecture of at least ONE sample node in the system, in terms of the OSI 7-layer or TCP/IP 4-layer (or other) reference models? (At least one paragraph and at least one top-level figure for at least one major node) 

Analysis to be performed from Lecture #4:

( )
What capability has been provided in the system's architecture to handle growth, or unexpected ways of using the system, or ability to evolve to meet user needs? (At least one paragraph)

Analysis to be provided from Lecture #5a:

( )
What assured availability steps have been included in the system's design? E.g. fault tolerance, redundant/backup items, diagnostics/testability, maintainability, etc.? (At least one paragraph and at least one top-level figure)

( )
What are the failure modes and effects with criticality analysis and mitigation recommendations for at least one major component (hardware or software) in the system? (At least one paragraph with a top-level FMECA diagram in a format similar to that in Lecture 5a-- at least one hardware or software or system component, sorted into order of descending risk, and at least ONE risk item "below the line")

( )
What SYSTEM integrity steps have been (or should be) included in the system's design, such as "trusted" hardware, software, processes (e.g. ISO 9001), people (e.g. background checks), etc.? (At least one paragraph, and you may have to recommend integrity steps if the system doesn't already have them)

Analysis to be provided from Lecture #5b:

( )
What DATA integrity steps have been (or should be) included in the system's design, such as checksums or CRC in data storage or transmission? (At least one paragraph and at least one top-level figure)

( )
What authentication measures have been (or should be) included in the system's design to ensure that only authorized people or systems can use the system? (At least one paragraph and at least one top-level figure)

Analysis to be provided from Lecture #5b: (continued)

( )
What confidentiality measures have been (or should be) included in the system's design to ensure that unauthorized people or systems cannot access or modify critical data used in the system? (At least one paragraph and at least one top-level figure)

( )
What non-repudiation measures have been (or should be) included in the system's design to ensure that at least an audit trail is kept of access to (or modification of) critical data used in the system? (At least one paragraph)

( )
What is the security management method provided by the system's design (e.g. Enclave Security vs. Defense-In-Depth) in terms of the acceptable level of RISK of not achieving the Information Assurance steps described in all of the above? (At least one paragraph)

What if you can’t find information about one or more of the above items on the checklist?  DO NOT SKIP THAT ANALYSIS, and assume that it is not applicable!  Such omission will significantly impact your grade.  You may need to recommend what should be (or could be) added to the system, and then analyze that recommendation.

My intent in providing you with this list is to HELP you in accomplishing a comprehensive analysis of your chosen topic, and to provide some insight into the kind of technical "meat" that I'm looking for in considering your paper's grade.

RESEARCH PAPER #1 CHECKLIST: (continued)

HINTS!  Common mistakes that students make include:

* No title page.  Believe it or not, this happens!  In many of the USC Distance Education Network (DEN) classes (but not this one), students are required to submit their papers via e-mail or a fax to the DEN, rather than online via DEN Assignments.  In such cases students may be used to filling out a DEN submittal form. The DEN submittal form is not a title page!

* No abstract, or missing a biography in the abstract. Yes, you have to both provide an abstract for approval and place that abstract on the second page of your paper.  If you have adjusted your abstract after obtaining approval of your chosen topic, then the adjusted abstract should be used in the paper.

* No clear linkage of analysis to the checklist.

* Confusing SYSTEM vs. DATA Integrity.

* Describing “User Support” rather than “User Collaboration”.

* Missing one (or more) of the other items on the checklist.

* Analysis text provided, but without a required diagram.

* Figures(s) without a detailed explanation of content.  You should not succumb to the temptation of filling in blank space or attempting to increase the length of your paper with meaningless figures (including diagrams, graphics, artwork, and tables).  All figures should have a reference in your text (a figure number, a table number, etc.).  And your text should include at least one paragraph that explains the figure in terms of the analysis that you’re providing.  In short, everything in your paper should be relevant.

* Limited depth of analysis (paper too short: less than 15 pages in total or less than 12 pages of detailed analyses). For example, a 50 page paper filled with detailed technical descriptions and fancy color figures/pictures of the system (but only 5 pages of net-centric analysis via the checklist above) will not receive a good grade.

RESEARCH PAPER #1 CHECKLIST: (continued)

HINTS!  Common mistakes that students make include:  (continued)
* No references, footnotes, or bibliography.  Surely you must have used something as a reference in the development of your paper, even if you are a “world expert” on your chosen topic!  And please remember to properly cite the SAE 574 class lectures if you use material from those lectures in your paper.

* Improper citations for quoted text or copied artwork.  Yes, you can “borrow” artwork or a figure or table from another source, but you must properly cite that source!  And yes, you can include direct verbiage from another source, but you must properly designate those words in quotations and properly cite that source!  (This includes the case where you are the author of the “other source”!)  Failure to properly reference copied text will be treated as a violation of academic integrity! 

* Excessive amount of quoted text.  This includes large amounts of text quoted from papers that you wrote for a different class!

* Speling errorz.  Please remember to do a “Spell Check” before submitting your paper.  If a quoted source includes a spelling error, simple place the designation (sic) after that word to show that you weren’t the one that made the error.  Also remember that most spell-checkers are not a substitute for good editing (for example, deciding whether “threw” or “through” is the correct word in a given context).

RESEARCH PAPER #2 CHECKLIST:

Here's a checklist that you should use in the writing of your second Research Paper for the USC SAE 574 Class. This is what I use in grading papers.
This isn't meant to indicate a strict FORMAT or an OUTLINE--
it's just a checklist. Please refer to the class website and lecture notes for detailed instructions on formatting your paper.

( ) Title Page?

( ) Abstract (with a brief biography)?

( ) Introduction or Background or History?

( ) A general description of the system?

( ) Analysis using Lectures 6 through 9?

( ) Optional analysis using Lectures 10 through 12?

( ) A summary or conclusion?

( ) References or bibliography or footnotes?

N.B. very few papers are worthy of an “A” grade in this class unless they exceed most of the minimum requirements given in the analysis checklist below.  The analysis checklist represents the minimum requirements for a passing grade (“B”) in the class.

One of the metrics used to grade papers is the volume of analysis, which should be at least 12 pages of analysis in terms of 12 point text in Times New Roman font, single spaced, with 1" top and bottom margins and 1-1/4" left and right margins (and figures deleted unless they

specifically contribute to, or are part of the analysis).

Analysis to be performed from Lecture #6:

( )
What is the model of the design and usage of at least one major portion of the system? (At least one paragraph and at least one UML Use Case diagram and at least one Class/Structure diagram, and at least one Activity or Sequence diagram-- additional diagrams are optional but worthy of extra credit) 

RESEARCH PAPER #2 CHECKLIST: (continued)

Analysis to be performed from Lecture #7:

( )
What is the top-level operational view of the system?  (At least one paragraph and at least one top-level OV-1 figure) Remember that an OV-1 is a cartoon that shows how the system is operated, not how it is constructed.

( )
What is the operational node connectivity of the system?  (At least one paragraph and at least one top-level OV-2 figure, other OV's are optional but worthy of extra credit) Remember that an OV-2 is essentially a flow diagram of the system operation that shows the major operations and the kind on information that is passed from one operation to another. 

( ) What are some of the key information exchange requirements of the system? (At least one paragraph and an OV-3 figure with at least 6 key data exchanges identified and characterized in OV-3 format)

( )
What is the top-level system view of the system? (At least one paragraph and at least one top-level SV-1 figure) Remember that a SV-1 is essentially a block diagram of the system design that shows the major parts and interfaces between the major parts. Be careful not to confuse an SV-1 with an OV-2: an SV-1 shows the parts of the DESIGN (i.e. how the system is built), whereas an OV-2 shows the USE of the system (i.e. how the system is operated and used).

( ) What are the system interface details of the system? (At least one paragraph and at least one SV-3 figure, other SV's are optional but worthy of extra credit)

RESEARCH PAPER #2 CHECKLIST: (continued)

Analysis to be performed from Lecture #8:

( )
What is enterprise architecture of the system? (At least one paragraph and at least one top-level Zachman Framework or other enterprise architecture figure, such as a FEA Business Reference Model plus FEA Service Reference Model plus FEA Performance Reference Model plus FEA Technical Reference Model plus FEA Data Reference Model)

( ) What are the services to be provided by the system, and who are the customers that would benefit from such services? (At least one paragraph and at least one top-level service model figure, such as a FEA Service Reference Model showing at least one major service domain, one major service type, and at least three service components with descriptions) 

Analysis to be performed from Lecture #9:

( )
What is the ontology of at least one major portion of the system?

    (Develop a taxonomy that describes at least three key portions or objects of the system, including constraints (domain & range) that govern how those parts can be used, e.g. “X is part of…”, “value of x must be…”; then provide Inference Rules that characterize the behavior between those key objects using simple “if… then…” statements using the key descriptors, and describe how the system works)

( )
What are the spiral or evolutionary development stages that were (or will be or should be) used in the system, e.g. key steps, prototypes, simulations, risk mitigation activities, steps that incorporated lesson-learned from the above? (at least one paragraph and at least one top-level figure)
What if you can’t find information about one or more of the above items on the checklist?  DO NOT SKIP THAT ANALYSIS, and assume that it is not applicable!  Such omission will significantly impact your grade.  You may need to recommend what should be (or could be) added to the system, and then analyze that recommendation.

If appropriate, you can point out design characteristics of your chosen topic as covered in Lectures #10 through #12, however, this is NOT REQUIRED.  Such analysis can improve your grade as "extra credit".

RESEARCH PAPER #2 CHECKLIST: (continued)

The second paper is a bit more "free format" in that the specific analytical techniques are fewer in number; however you'll need to provide sufficient depth and breadth of analysis to get a good grade. 

My intent in providing you with this list is to HELP you in accomplishing a comprehensive analysis of your chosen topic, and to provide some insight into the kind of technical "meat" that I'm looking for in considering your paper's grade.

HINTS!  Common mistakes that students make include:

* No title page.  Believe it or not, this happens!  In many of the USC Distance Education Network (DEN) classes (but not this one), students are required to submit their papers via e-mail or a fax to the DEN, rather than online via DEN Assignments.  In such cases students may be used to filling out a DEN submittal form. The DEN submittal form is not a title page!

* No abstract, or missing a biography in the abstract. Yes, you have to both provide an abstract for approval and place that abstract on the second page of your paper.  If you have adjusted your abstract after obtaining approval of your chosen topic, then the adjusted abstract should be used in the paper.

* No clear linkage of analysis to the checklist.

* Analysis text provided, but without a required diagram.

* Figures(s) without a detailed explanation of content.  You should not succumb to the temptation of filling in blank space or attempting to increase the length of your paper with meaningless figures (including diagrams, graphics, artwork, and tables).  All figures should have a reference in your text (a figure number, a table number, etc.).  And your text should include at least one paragraph that explains the figure in terms of the analysis that you’re providing.  In short, everything in your paper should be relevant. 

* Missing one (or more) of the other items on the checklist.

* UML Use Case Diagram missing system boundary (dashed or solid line box).

RESEARCH PAPER #2 CHECKLIST: (continued)

*
OV-2 without detailed indication of content of needlines or description of content of operational nodes.

* SV-3 without descriptive text in matrix cells, or with blank cells (don't just put a dot or an * to indicate an interface, put in a couple of words to explain the interface-- and if no significant interface then mark that cell with a dash or N/A or shading).

* Zachman Framework missing rows or columns (must be a 6-by-6 matrix), or missing detailed description; OR FEA missing major components (should be BRM + PRM + SRM + TRM + DRM) if substituting for a Zachman Framework.

* Generic FEA SRM for Service Domain, Service Type, and Service Component-- must be tailored!  Or else only one or two service components described, or missing Service identification (must identify Domain, Type, and Component)

* Ontology provides taxonomy but missing inference rules (IF…THEN relationships), or taxonomy presents less than three major objects/parts of the system, or inference rules not related to objects in the taxonomy.

* Generic Spiral Development figure, copied directly from the class figure-- must be tailored!

* Limited depth of analysis (paper too short: less than 15 pages in total or less than 12 pages of detailed analyses). For example, a 50 page paper filled with detailed technical descriptions and fancy color figures/pictures of the system (but only 5 pages of net-centric analysis via the checklist above) will not receive a good grade.

* No (or improper) references, footnotes, or bibliography.  Surely you must have used something as a reference in the development of your paper, even if you are a “world expert” on your chosen topic!  And please remember to properly cite the SAE 574 class lectures if you use material from those lectures in your paper.  Remember also that too many references to uncontrolled Internet sites may detract from your paper’s grade.

RESEARCH PAPER #2 CHECKLIST: (continued)
* Improper citations for quoted text or copied artwork.  Yes, you can “borrow” artwork or a figure or table from another source, but you must properly cite that source!  And yes, you can include direct verbiage from another source, but you must properly designate those words in quotations and properly cite that source!  (This includes the case where you are the author of the “other source”!)  Failure to properly reference copied text will be treated as a violation of academic integrity! 

* Excessive amount of quoted text.  This includes large amounts of text quoted from papers that you wrote for a different class!

* Speling errorz (sic).  Please remember to do a “Spell Check” before submitting your paper.  If a quoted source includes a spelling error, simply place the designation (sic) after that word to show that you weren’t the one that made the error.  Also remember that most spell-checkers are not a substitute for good editing (for example, deciding whether “threw” or “through” is the correct word in a given context).

